At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.

What Parents & Educators Need to Know about

WHAT ARE
THE RISKS?

Cybercriminals may seek to change a
QR code that's related to a legitimate
payment service, such as in a restaurant. If a
customer scans the QR code expecting to order
and pay for goods or services (such as a meal in
this case), they may be directed to a site
controlled by the scammers. Entering their
payment details would then allow the criminals
to defraud them.
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DISCOUNTED GOODS

A poster promises goods or services ata
discounted cost, requiring people to scan a QR
code to register and pay. The poster, however, is
malicious, and there is no discount. Again,
providing your payment details would allow the
criminal to access your funds. This scam is
reasonably common and is often found in car
parks in major cities.

PRIZE DRAWS § @

“== A QRcode is provided for a prize draw, Ve
advertised on a poster which is likely on display
in a public space. Scanning the QR code will
result in being asked to provide further
information (such as your email address, name,
address or phone number), which is then used
by criminals for further social engineering
attacks or even identity fraud.

QR CODE SCA

QR code scams (also known as ‘quishing’,) involve the malicious use of Quick Response (QR) codes to
deceive people into revealing personal information or downloading harmful software. These scams
exploit QR codes’ convenience and widespread use — for example, in adverts, restaurant menus and

public notices, with criminals installing fake QR codes which direct users to bogus sites.
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WIFI CONNECTION

Scanning a QR code may be the means of
connecting to the Wi-Fi network in a hotel or
other public area. This is usually legitimate, but
if the QR code is a fake, it could resultin
criminals viewing your browsing history and
even your login details. These can subsequently
be used for phishing attacks and identity fraud
- and even financial fraud, if they're able to
access your banking credentials.

FAKE EVENTS AND
TICKETS

A poster highlights news regarding an
upcoming event, or regarding an additional
allocation of tickets for a sold-out concert or v
other performance. It directs the user to scan a

QR code for more information, to register or

possibly to pay. The QR code then leads to a fake

site hosted by scammers, aiming to gather data

on the user for future attacks or to exploit or

defraud them immediately.
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BE VIGILANT

QR codes are becoming more prevalent, and cyber
criminals are increasingly seeking to use them to steal
information and commit fraud. As such, it is important
to remain aware of the risks. Always consider these
safety concerns before scanning a QR code and avoid
doing so unless you're certain it’s legitimate. Be sure to
keep your device’s operating system updated as well, to
keep you protected from known safety risks.
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USE TRUSTWORTHY SOURCES

Consider the source of the QR code and its trustworthiness. A QR code for
payment in a restaurant, for example, is likely to be legitimate if you can
see it printed on every menu; a random poster pinned up in the street or in
a building’s corridor if more likely to be fraudulent. If you're unsure, err on the

side of caution and don’t scan the code.
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Meet Our Expert

Gary Henderson is the Director of IT at Millfield, a large independent
boarding school in Somerset, as well as a member of the Digital Futures
Group, Vice Chair of the ISC Digital Advisory Group and an Association

of Network Managers in Education (ANME) Ambassador.
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CHECK FOR SIGNS OF
TAMPERING

Where QR codes are printed or displayed, check for
any sign of tampering: as a sticker with a new QR
code being placed over the top of the previous code,
for instance. Where there are signs of tampering, you
should consult a member of staff (if you're in a hotel
or restaurant, for example) or simply avoid scanning
the code altogether.
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reputable methods.

USE THE DEFAULT QR CODE SCANNER

Most mobile devices come with the ability to scan QR codes built into
the camera app. Where possible, you should seek to use this default
functionality and avoid the use of third-party QR scanning apps which
may have themselves been tampered with or compromised. Stick to
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Most phones now show the web address \
or URL which a QR code connects to, and they
typically require users to accept being taken to
this address before progressing. Check that the web
address matches that of the site or service you're
expecting to access via the QR code you've scanned.
If it seems dubious in any way, don‘t click on it.
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 21.08.2024
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